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NO.1 The administrator has downloaded the Traps_macOS_4.x.x.zip file. What are the next steps
needed to successfully install the Traps 4.x for macOS agent?

A. Push the Traps_macOS_4.x.x.zip to the target endpoint(s), unzip it, and execute Traps.pkg

B. Unzip the Traps_macOS_4.x.x.zip, push the Traps pkg file to the target endpoint(s) and execute
Traps.pkg

C. Create a one time action to install the Traps_macOS_4.x.x.zip file on the target endpoint(s)

D. Create an installation package using Traps_macOS_4.x.x on ESM, download the
installationpackage.zip, push the installationpackage.zip to target endpoint(s), unzip it, and execute
Traps.pkg

Answer: D

NO.2 An administrator has a critical group of systems running Windows XP SP3 that cannot be
upgraded. The administrator wants to evaluate the ability of Traps to protect these systems and the
word processing applications running on them.

How should an administrator perform this evaluation?

A. Run a known 2015 flash exploit on a Windows XP SP3 VM, and run an exploitation tool that acts as
a listener. Use the results to demonstrate Traps capabilities.

B. Run word processing exploits in a Windows 7 VM in a controlled and isolated environment.
Document indicators of compromise and compare to Traps protection capabilities.

C. Prepare a Windows 7 VM. Gather information about the word processing applications, determine
if some of them are vulnerable, and prepare a working exploit for at least one of them. Execute with
an exploitation tool.

D. Gather information about the word processing applications and run them on a Windows XP SP3
VM. Determine if any of the applications are vulnerable and run the exploit with an exploitation tool.
Answer: A

NO.3 A retail company just purchased Traps for its 8,000 endpoints. Many of its users work
remotely. The company is not using any VPN solution, but would still like to manage all endpoints
regardless where they are.

Which two aspects should be part of the recommendation? (Choose two.)

A. As each ESM Core server can handle up to 30,000 endpoints, use at least 1 ESM Core server
internally and 1 ESM core server in the DMZ for external endpoints.

B. Placing an ESM Core server in the DMZ or in a cloud hosting service allows external endpoints to
connect to it, even without a VPN client.

C. Protection for remote endpoints is currently not supported. Since the ESM servers can only be
installed in an internal network, endpoints without VPN will not be able to connect to it.

D. If there is no connection to the ESM Core server, Traps agents automatically connect to WildFire
and endpoints are fully protected. No additional ESM Core servers are needed.

Answer: AB

NO.4 The ESM policy is set to upload unknowns to WildFire. However, when an unknown is executed
the Upload status in ESM Console never displays "Upload in progress”, and the verdict remains local
analysis or unknown. Even clicking the upload button and checking in does not resolve the Issue. A
line in the log file suggests not being able to download a file from "https:/ESMSERVER/BitsUploads/...
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to C:\ProgramData\Cyvera\Temp\..." Which solution fixes this problem?
A. Restart BITS service on the endpoint

B. Restart BITS service on ESM

C. Remove and reinstall all the agents without SSL

D. In the ESM Console, use the FQDN in multi ESM

Answer: B
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